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ARTIFICIAL INTELLIGENCE IN
AUTOMATED FINANCIAL RISK
MANAGEMENT SYSTEMS

Abstract. The article is aimed at studying the use of artificial in-
telligence in automated financial risk management systems to improve
the accuracy, efficiency and efficiency of managerial decision-making in
the financial sector. The study consists in a comprehensive study of the
theoretical and methodological foundations of the use of artificial intel-
ligence in management systems, analysis of modern approaches to the
classification and assessment of financial risks using machine learning
algorithms, formation of the architecture of the decision support system
based on forecasting models, as well as assessment of the effectiveness
of the built models based on the results of simulation modeling. Within
the framework of the study, a model for forecasting the credit risk of
bank customers has been developed, which allows assessing solvency
based on historical data and modern machine learning methods. The
research method is modeling using machine learning tools, including
neural networks and ensemble learning methods (Random Forest), as
well as data analysis using platforms to visualize results and evaluate
the effectiveness of models. Particular attention is paid to data prepa-
ration, selection of relevant features, evaluation of model accuracy, and
construction of interpreted visualizations such as SHAP graphs, ROC
curves, etc. The result of the study was the creation of an effective model
for predicting credit risk, which demonstrates a sufficiently high level of
classification accuracy and the ability to adapt to changes in incoming
conditions. The practical significance of the study lies in the possibil-
ity of implementing the developed model into the existing automated
financial risk management systems of banking institutions, which will
reduce the level of credit losses, increase financial stability and provide
more accurate risk management. This approach contributes to the de-
velopment of intelligent financial systems, increasing the level of auto-
mation of managerial decisions and strengthening the competitiveness
of financial institutions in modern market conditions.

Keywords: artificial intelligence, financial risks, machine learning,
credit risk, neural networks, automated control system, forecasting,
classification.

1. Introduction

Financial risks are an integral part of the operations of any busi-
ness or financial institution, and their effective management is key to
ensuring stability and profitability. The main classifications of financial
risks include: market risks associated with fluctuations in asset prices,
interest rates, or exchange rates; credit risks arising in the event of
insolvency of counterparties; operational risks due to internal failures,
errors or fraud; liquidity risks associated with the inability to quickly
sell assets without significant losses; as well as legal and reputational
risks arising from non-compliance with regulatory requirements or
negative assessment of activities by partners and clients.

Sources of financial risks are divided into external and inter-
nal. External ones include economic instability, political changes,
natural disasters, and market fluctuations that affect the finan-
cial performance of the enterprise. Internal sources are associated
with imperfection of management processes, insufficient control,
human errors and technological failures. A systematic approach to
risk classification allows you to more effectively identify potential
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threats and develop adaptive strategies for their

neutralization.

Thus, financial risks are a complex phenomenon
that encompasses various types and sources of un-
certainty, and their management requires the use of
integrated approaches, including the use of modern
automated systems and artificial intelligence technolo-
gies to improve the quality of analysis and forecasting
of risk factors. Financial risk management is a key
area in the activities of financial institutions, banks
and corporations. The main goal of financial risk man-
agement is to timely identify, assess and minimize
possible threats, which allows you to make informed
decisions on capital preservation and maintaining fi-
nancial stability.

In modern conditions of dynamic market develop-
ment and high competition, automated financial risk
management systems have become an integral part
of collecting, processing and analyzing large amounts
of data for timely detection of potential threats and
decision-making. These systems integrate a variety
of tools and technologies, including statistical analysis
and modeling techniques, as well as the latest intel-
ligent approaches. In recent years, much attention
has been paid to the use of artificial intelligence algo-
rithms, which can improve the accuracy of predictions
and the adaptability of systems to changing conditions.
Structurally automated financial risk management
systems consist of data collection modules, analytical
tools, decision support systems, as well as monitoring
and control modules [1].

The current economic situation is characterized by
a high degree of uncertainty, complexity of financial
processes and increased risks faced by enterprises,
banks and other financial institutions. Under such
conditions, effective financial risk management be-
comes a key task that requires the introduction of the
latest approaches and tools. One of the most promising
areas is the use of artificial intelligence (AI) technolo-
gies, which allow automating data analysis, identifying
hidden patterns, and making informed management
decisions in conditions of uncertainty [5].

Artificial intelligence is becoming one of the key
tools for transforming the financial sector, providing
automation of complex processes, increasing the ac-
curacy of forecasts, and improving risk management.
With the ability to process large amounts of data and
find hidden patterns, Al technologies allow financial
institutions to respond effectively to rapid market
changes and minimize possible losses.

The article is aimed at studying the use of artificial
intelligence in automated financial risk management
systems to improve the accuracy, efficiency and effi-
ciency of managerial decision-making in the financial
sector.

The objectives of the study are:

1) description and analysis of modern methods and
approaches to financial risk management in banks
and insurance companies and assessment of finan-
cial risks using machine learning algorithms;

2) comprehensive study of the theoretical and meth-
odological foundations of the use of artificial intel-
ligence in financial risk management systems;

3) study of the opportunities, advantages and problems
of using artificial intelligence in automated financial
risk management systems;

4) analysis of the features of deep learning models,
decision trees, ensemble methods, as well as criteria
for evaluating their effectiveness

5) formation of the architecture of the decision support
system based on forecasting models;

6) exploring the possibility of using artificial intelli-
gence to improve the accuracy of financial risk fore-
casting, fraud detection, and credit and insurance
risk management,;

7) assessment of the main challenges and limitations
in the use of Al for financial risk management;

8) evaluation of the effectiveness of the built models
based on the results of simulation modeling;

9) development of a model for forecasting the credit
risk of the bank’s customers, which allows assessing
solvency on the basis of archival data and modern
methods of machine learning, which recognizes the
novelty of the research.

Thus, the study consists in generalizing theoretical
and methodological approaches to the use of artifi-
cial intelligence in management systems, analyzing
modern methods of classifying and assessing financial
risks using machine learning algorithms, creating an
architecture of a decision support system based on
predictive models, and evaluating the effectiveness of
the developed models based on the results of simula-
tion modeling.

As part of the study, it is necessary to develop
a model for forecasting the credit risk of bank cus-
tomers, which would allow assessing solvency using
historical data and modern machine learning methods.
The research method includes modeling using ma-
chine learning tools, including neural networks and
ensemble learning techniques such as Random Forest,
as well as data analysis using platforms to visualize
results and evaluate the performance of models. Par-
ticular attention should be paid to data preparation,
selection of appropriate features, evaluation of model
accuracy, and construction of interpreted visualiza-
tions such as SHAP graphs, ROC curves, etc.

Artificial intelligence is not only a tool for process-
ing large amounts of financial information [2], but
also a full-fledged participant in the decision-making
process in automated management systems. Thanks to
the capabilities of machine learning, neural networks,
and other data analysis methods, Al is able to predict,
classify, and optimize financial decisions, taking into
account a wide range of risks: market, credit, opera-
tional, currency, etc.

2. Materials and Methods
Financial risk management is a key area in the
activities of financial institutions, banks and cor-
porations. In modern conditions of dynamic market
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development and high competition, automated fi-

nancial risk management systems have become an

integral part of collecting, processing and analyzing
large amounts of data for timely detection of potential
threats and decision-making. These systems integrate

a variety of tools and technologies, including statistical

analysis and modeling techniques, as well as the latest

intelligent approaches. In recent years, much atten-
tion has been paid to the use of artificial intelligence
algorithms, which allow to increase the accuracy of
forecasts and the adaptability of systems to changing
conditions. Structurally automated control systems
of the Russian Federation consist of data collection
modules, analytical tools, decision support systems,

and monitoring and control modules [11].

The main elements of the classification of financial
risks include:

— market risks associated with fluctuations in asset
prices, interest rates or exchange rates;

— credit risks arising in the event of insolvency of
counterparties;

— operational risks arising from internal failures, er-
rors or fraud;

— liquidity risks associated with the inability to
quickly sell assets without significant losses;

— as well as legal and reputational risks arising from
non-compliance with regulatory requirements or
negative assessment of activities by partners and
clients.

Sources of financial risks are divided into external
and internal. External factors include economic insta-
bility, political changes, natural disasters and market
fluctuations that affect the financial performance of
the enterprise. Internal sources are related to imper-
fection of management processes, insufficient control,
human error and technological failures.

A systematic approach to risk classification allows
you to more effectively identify potential threats and
develop adaptive strategies for their neutralization.
Thus, financial risks are a complex phenomenon that
encompasses various types and sources of uncertainty,
and their management requires the use of integrated
approaches, including the use of modern automated sys-
tems and artificial intelligence technologies to improve
the quality of analysis and forecasting of risk factors.

The research method involves modeling using ma-
chine learning tools, in particular neural networks and
ensemble learning methods such as Random Forest,
as well as in data analysis using platforms to visualize
results and evaluate the effectiveness of models. Let’s
consider this issue in more detail.

One of the most common artificial intelligence tech-
nologies in the financial sector is machine learning [1].
It allows you to create models that automatically learn
from historical data, predict the behavior of financial
indicators, identify anomalies and potential risks. In
particular, classification and regression techniques are
widely used to assess customer creditworthiness, pre-
dict exchange rate fluctuations, and detect fraudulent
transactions [9]. Another important technology is deep

learning, which is based on multi-layered neural net-
works. They are able to work with unstructured data,
such as text information, images, or sound signals,
which expands the capabilities of automatic analysis
of financial documents, news feeds, and social net-
works to assess market trends [10]. Another important
technology is deep learning, which is based on multi-
layered neural networks. They are capable of working
with unstructured data, such as text information, im-
ages, or audio signals, which expands the capabilities
of automatic analysis of financial documents, news
feeds, and social networks to assess market trends [10].

Natural Language Processing (NLP) technologies
are used to automatically analyze and analyze textual
information, including news, financial reports, and
legislative documents. Thanks to NLP, you can quickly
draw conclusions about potential changes in the mar-
ket, identify risks related to reputation or regulatory
requirements. Robotic process automation (RPA) com-
bined with artificial intelligence allows you to optimize
routine operations such as transaction processing, re-
porting, compliance monitoring, which significantly
reduces time and reduces the human factor in risk
management processes. Financial risk management
also benefits from the application of Al-powered deci-
sion support systems that integrate real-time analyt-
ics, simulate different scenarios, and provide guidance
for management. So, to better understand the impact
of the use of artificial intelligence on financial risk
management, it is advisable to summarize the main
aspects that determine the role of Al in this context.
The use of modern technologies in the financial sector
can significantly reduce various risks, optimize pro-
cesses and increase the efficiency of institutions. Since
each of the types of financial risks has specific char-
acteristics depending on the field of activity, it is im-
portant to outline the impact of artificial intelligence
technologies on the management of these risks. Table
1 shows the main areas of use of artificial intelligence
for financial risk management.

Thus, artificial intelligence technologies in the fi-
nancial sector create new opportunities to improve the
efficiency of financial risk management, automate an-
alytical processes, and adaptively respond to external
and internal threats, which confirms their important
role in modern automated management systems. To
adequately assess the impact of artificial intelligence
on the financial sector, it is necessary to take into ac-
count both its innovation potential and the possible
risks it can cause. Only by applying a balanced ap-
proach to the use of this technology, it is possible to
integrate it into financial processes as efficiently as
possible, providing both economic benefits and main-
taining the security and stability of the financial sys-
tem. Despite the significant benefits of using artificial
intelligence in the financial sector, the adoption of
these technologies comes with certain risks. Process
automation, algorithm-based decision-making, and
the use of large amounts of data can pose threats to
both banks and insurance companies. In particular,
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Table 1

The impact of the use of artificial intelligence on financial risk management

Name

The impact of using Al

Credit risk management

AI makes it possible to more accurately assess customer creditworthiness, reducing
the risk of non-payments and unpredictable financial losses

Fraud risks

Application of algorithms to detect anomalies and prevent fraudulent transactions,

which reduces possible financial losses

Investment risks

Using Al to Predict Market Fluctuations and Analyze Investment Opportunities

Regulatory risks
tory requirements

Improving compliance control with Al to analyze and verify compliance with regula-

Personalization of services

Analysis of individual customer needs to create personalized financial products

Operational risks

Automate and optimize financial operations to reduce human error and errors

Cyber protection and security

Increase financial data protection and protect against cyberattacks with algorithms to
detect anomalous activity

Liquidity risks

Forecasting the need for liquid funds and optimizing financial management

there is a risk of technical glitches, fraud, data privacy
breaches, and ethical and social issues.

It is important to be aware of these risks in order to
ensure the reliable functioning of financial institutions
and their effective management. Table 2 below shows
the main risks associated with the use of artificial
intelligence, as well as their impact on the financial
sector.

Financial risk management traditionally includes
risk assessment, monitoring and making appropriate
management decisions. Artificial intelligence can sig-
nificantly improve these processes by automating rou-
tine tasks, increasing the accuracy of predictions, and
reducing the subjectivity of assessments. For example,
based on historical data, machine learning models
can detect complex dependencies between variables
that affect credit, market, or operational risk. A key
benefit of Al in risk management is its ability to adapt
to changing market conditions. Traditional models
usually have a fixed structure and limited retrofit op-
tions. Instead, Al systems are able to learn from new
data on their own, making them particularly effective
in dynamic environments. In addition, thanks to its
integration with digital platforms, artificial intelli-
gence can work in real-time, which greatly improves
the speed of response to potential threats. In the field
of financial analysis, Al also acts as an analytical tool
for building forecasting models, analyzing scenarios,
detecting fraudulent transactions, and improving the
overall level of security of the financial system. It is
especially important to use explanatory models (Ex-
plainable AI), which allow you to get not only the re-
sult, but also understand the logic of decision-making,

which is critically important for financial institutions
operating in a highly regulated environment.

Overall, the role of artificial intelligence in risk
management is to streamline the processes of identi-
fying, evaluating, and responding to financial threats.
The use of intelligent algorithms allows you to reduce
decision-making time, minimize the impact of the hu-
man factor and increase the effectiveness of the risk
management system. Machine learning (ML), artifi-
cial neural networks (AI), and expert systems are key
components of the modern approach to financial risk
analysis and management. These technologies make it
possible to identify hidden patterns in financial data,
predict potential threats, and support decision-making
based on large amounts of information [6].

Machine learning is a subfield of artificial intelli-
gence that involves building models capable of learn-
ing from historical data without explicit programming
logic. In the financial sector, machine learning allows
you to simulate the behavior of markets, assess lending
risks, detect fraud, and conduct portfolio analysis. The
main machine learning methods used in the finan-
cial field include regression analysis, decision trees,
support vector method, ensemble methods (random
forest, gradient increase), clustering (k-means, DB-
SCAN), and reinforcement algorithms [8]. Artificial
neural networks (SHNMs) are mathematical models
inspired by the structure of the human brain that ef-
fectively recognize complex patterns in data. In finan-
cial applications, SNMs are especially useful for tasks
that require a high level of forecasting accuracy, such
as assessing a customer’s solvency or detecting anom-
alies in transactions. For the analysis of time series,

Table 2

Risks of Using Artificial Intelligence to Manage Financial Risks

Name

Risk description

Algorithmic errors

Errors in AI models can lead to wrong decisions

Cybersecurity

Threats of cyberattacks and data breaches

Regulatory risks

Lack of clear regulations on the use of Al and the need to adapt algorithms

Operational risks

Failure of automated systems in the process of financial decision-making

Ethical risks

The Impact of Automation on the Labor Market
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both classical multilayer perceptrons and deep neural

networks (GNM), recurrent networks (RNM, LSTM)

are used. Expert systems are software complexes that
simulate the process of thinking of an expert in a cer-
tain subject area. They are based on a knowledge base

(rules, patterns, heuristics) and an inference mecha-

nism that allows you to draw logical conclusions. In

financial analysis, expert systems are used to automate
decision-making in difficult situations, such as when
assessing investment risks or choosing the optimal
hedging strategy. The combination of the above tech-
nologies provides increased forecasting accuracy, flex-
ibility in adjusting models for specific tasks, and the

ability to work with different types of data. Table 3

presents the main characteristics of the comparison of

machine learning methods, neural networks and expert
systems in the context of financial risk management.

In today’s automated financial risk management

systems, Al models are increasingly being used to as-
sess and predict risks. Such models have the ability to
detect complex patterns in data that are not amenable
to traditional analytical analysis and provide flexibility
in decision-making based on a variety of scenarios
[11]. Forecasting models are based on historical data
containing information about previous financial losses,
changes in the market situation, credit ratings of cus-
tomers, macroeconomic indicators, etc. The main task
of these models is to build an algorithm that predicts
the probability of a risk event with high accuracy. The
main types of models used in this context include:

— classification models (e.g. logistic regression, deci-
sion trees, SVM) that allow you to determine wheth-
er an object belongs to the risk category or not;

— regression models that predict the size of expected
financial losses;

— neural networks are universal models that can
work in both classification and regression modes;

— combined ensemble models (for example, Random
Forest or Gradient Boosting), which increase accu-
racy by combining the results of several algorithms.
The process of building a model consists of several

successive stages, shown in Fig. 1: Data preparation,

model selection, training, quality assessment, testing,
implementation. Particular attention should be paid
to increasing the interpretation of models — the use of
tools such as SHAP (SHapley Additive exPlanations)
or LIME (Local Interpretable Model-agnostic Expla-
nations), which allow you to understand the influence
of individual variables on the outcome of the forecast.

This model covers the full lifecycle of financial risk
analysis — from data collection and pre-processing
to risk forecasting and monitoring. The key compo-
nents are the data filtering and normalization stages,
training the model based on previous experience, and
integrating the results into the management decision-
making process.

Thus, the use of artificial intelligence in financial
risk forecasting processes can significantly improve the
accuracy of assessments, automate control processes,
and respond to potential threats in a timely manner,
which is critical in a dynamic financial environment.

Let’s consider the basic structure of models for
preventing financial risks based on neural networks.
Neural network-based financial risk warning models
are typical examples of the use of Al technology for
risk management. The basis of these models is deep
learning architecture, which typically includes lay-
ered neural networks such as convolutional neural
networks (CNNs), recurrent neural networks (RNMs),
or long-term memory networks (LTCs). The principle
of model design is to predict future potential financial
risks by training patterns and features from a large
amount of historical data. The input layer of the model
receives multidimensional financial data, including
market performance, macroeconomic data, financial
statements of companies, etc. Hidden layers are re-
sponsible for extracting and transforming features,
capable of automatically learning complex nonlinear
relationships. The output layer provides risk warning
signals or risk probabilities.

The model architecture can be customized to meet
specific application scenarios. For example, for time
series data, LSTM layers can effectively capture
long-term dependencies; For structured data, fully
connected layers can learn complex combinations of
features. Model design also takes into account atten-
tion mechanisms that allow the model to focus on the
most relevant information, increasing the accuracy
of forecasting. Models typically use a multitasking
learning system, predicting multiple risk metrics,
which helps improve the model’s ability to generalize.
To account for the characteristics of high dimension-
ality and sparseness of financial data, model design
includes dimensionality reduction techniques and reg-
ularization techniques, such as principal component
analysis (PCA) and L1/L2 regularization, to prevent
overtraining and increase model robustness [11]. Strat-
egies for training and optimizing neural network-based

Table 3
Comparison table
Method Scope Advantages Limitations
Machine learning | Risk Forecasting, Fraud | Automatic Data Learning, The Need for Quality Data, Black Box
Detection Adaptability
Neural networks | Time series, complex de- | High precision, generaliz- Complexity of interpretation, require-
pendencies ability ments for computing resources

Risk assessment, decision-
making

Expert Systems

Interpretation, knowledge-
based

Narrowness of the subject area, difficulty
in updating knowledge
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Input

Financial statements

Transaction history
Macroeconomic indicators

News background

Data Processing

Risk assessment
Risk class
Probability of default

Expected losses

algorithm selection (neural
network / decision tree /
BOOM / ensemble)

training and validation

Cleaning
Y
Normapization 1 )
. . Decision making

Construction of signs

\ J approval/refusal to issue a
loan

s ) >

Model UI Adjustment of the

investment strategy

Development of a hedging
plan

Figural. Model for forecasting financial risks

financial risk warning models are key steps to ensure
model performance. The learning process typically
uses supervised learning methods, using labeled his-
torical data as a learning toolkit. The design of the
target function of the model should take into account
the specifics of financial risk management. For exam-
ple, asymmetric loss functions can be used to display
various costs for missed reports and false alarms. To
improve the model’s generalization ability, techniques
such as cross-validation are commonly used to evaluate
model performance, while regularization techniques
such as Dropout are used to prevent overtraining. In
terms of algorithm selection optimization, adaptive
learning speed techniques such as Adam are widely
used, which can effectively handle the sparseness and
non-stationarity of financial data. Batch normaliza-
tion methods can accelerate model convergence and
improve performance [10].

Model training also faces the problem of sample
imbalance, as financial risk events are usually rare
in historical data. To solve this problem, methods
such as oversampling, undersampling, or generative-
adversarial networks (GANSs) can be used to balance
the sample distribution. Model optimization is an
iterative process that involves steps such as feature
development, model training, performance evaluation,
and parameter adjustments. Expert knowledge can
also be incorporated into this process, such as the use
of pre-trained word embedding to process text data
or the design of specific network structures based on
knowledge of the financial field. Therefore, effective

model training requires a combination of high-qual-
ity data processing, the right choice of optimization
algorithms, and deep expertise in the industry. The
iterative nature of this process allows us to achieve
high forecasting accuracy and adaptability to difficult
conditions of financial markets.

Evaluating the model and analyzing the inter-
pretation is a crucial step in ensuring the reliabili-
ty and effectiveness of financial risk warning models
based on neural networks. Evaluation metrics should
be chosen based on specific risk management objec-
tives, with commonly used metrics including accuracy,
precision, completeness, etc. For financial risk warn-
ings, the timeliness of model warnings and the level
of false alarms are especially important. Therefore,
time-weighted valuation indicators can be used, or
economic costs can be entered as evaluation criteria.
The stability and reliability of the model are also im-
portant aspects of the evaluation. Competitive random
testing or stress testing can be used to evaluate the
performance of the model under extreme conditions.

In addition, it is necessary to focus on the mod-
el’s ability to generalize, and methods such as Rolling
Forecast can be used to evaluate the effectiveness of
the model in different periods. However, the black-like
nature of neural network models creates difficulties for
their application in the financial sector, especially in
regulatory requirements and risk management practic-
es, where model interpretation is required. To solve this
problem, various methods can be applied to improve the
interpretation of models. These methods include trait
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importance analysis, interpretation of SHAP values
(Shapley additive explanations), locally interpreted
model-agnostic explanations (LIME), etc. [10].

These techniques can help to understand the basis
for model decision-making, identify key risk drivers,
and provide support for risk management decisions.
Visualization techniques are also an effective means of
improving model interpretation. For example, the use
of heat maps to demonstrate the influence of various
features on prediction results, or the use of decision
trees to approximate the decision-making process of
neural networks. These interpretation analyses not
only help to increase the validity of the model, but also
provide direction for its further optimization.

3. Results and Discussion

At this stage of the study, the task of forecasting the
credit risk of bank customers is formulated, as well as
the preparation of an appropriate dataset for training
artificial intelligence models. The purpose of modeling
is to classify customers based on historical financial
indicators into two groups: solvent and potentially
problematic. To implement the case, an open dataset
from the Kaggle platform was used, which includes
variables describing the client’s profile: age, income,
number of open loans, debt repayment history, the
presence of delinquencies, etc. [8]. After uploading the
data, pre-processing was carried out: clearing dupli-
cates, excluding missing values, converting categorical
variables to numerical ones (one-hot coding), as well
as normalizing numerical features. Visual analysis
of the data was also carried out to detect anomalies
and distribution by class. Correlation analysis made
it possible to establish the most influential variables
for modeling, such as the history of delinquencies and
the debt ratio. As a result of the training, a training
sample was formed, suitable for further use in ma-
chine learning [9].

Within the framework of the study, a practical case
of building a model for forecasting the credit risk of
bank customers was implemented. The main goal is
to create an intelligent classification system capable of
determining whether the client will be able to service
the loan in a timely manner in the future. Such a sys-
tem allows the bank to reduce the likelihood of losses
due to non-repayment of loans, increase the efficiency

of risk management and make informed credit deci-
sions. For the simulation, an open dataset from the
Kaggle platform — Home Credit Default Risk — was
used. This dataset contains more than 300,000 custom-
er records with various characteristics such as age, in-
come level, number of dependents, credit history, type
of housing, employment, etc. The first step was to clean
and transform the data. A significant number of miss-
ing values were identified and removed in categories
where the complement is inappropriate. Numerical
features were normalized using a mini-max scale. Cat-
egorical variables are encoded in one-hot encoding for
compatibility with machine learning algorithms. Sam-
ple balancing was also carried out using the SMOTE
method to eliminate the imbalance between classes
(solvent and insolvent clients). Table 3 describes the
main variables chosen to build the model.

For comparison, two models were created: Random
Forest Classifier as a basic neural network (ANN) and
an artificial neural network (ANN) as a more complex
variant based on Tensor-Flow/Keras. Random Forest
provides interpretation, while the neural network is
able to detect nonlinear dependencies in data more
deeply. A random forest provides interpretation, while
a neural network is able to detect nonlinear depen-
dencies in data more deeply. Both models are trained
on 80% of the data, 20% is reserved for test sampling.
For the neural network, an architecture with three
hidden layers, ReLU activation, and an output layer
with the softmax function was used. Adam was used
as an optimizer. Dropout is used to prevent overtrain-
ing. After training the model, a comparative analysis
of the results was carried out according to key metrics:
accuracy, completeness, F1 balance. Below is a com-
parative table of models (Table 5).

As can be seen from Table 5, the random forest
model showed the highest accuracy and an F1 score,
showing a good balance between completeness and
accuracy. The neural network also showed high per-
formance, somewhat inferior to the decision tree. This
shows the potential of using Al models to effectively
identify financial risks based on historical custom-
er data. To improve the interpretation of the model,
SHAP (Shapley Additive Explanations) techniques
have been applied, which allow you to determine which
variables most influence the model’s decisions. The

Table 4

Main variables for building a model

Variable Name Description |Variable Name Description Variable Type Variable Name Description

Variable Type Variable Type
AMT_INCOME_TOTAL Total Client Revenue Numeric
AMT_CREDIT Amount of Requested Loan Numeric
DAYS_EMPLOYED Duration of employment (in days) Numeric

NAME_HOUSING_TYPE Housing type
TARGET Target variable (0 is good, 1 is risk) Binary
CNT_CHILDREN Number of dependents
NAME_EDUCATION_TYPE Client’s level of education
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Comparison of models by main metrics

Table 5

Metrics Logistic Regression Random Forest Logistic Regression
Accuracy 0.76 0.84 0.81

Povnota 0.69 0.80 0.77

F1-Ball 0.72 0.82 0.79

SHAP analysis showed that the key factors were the
client’s income, age, and length of service. Fig. 2 shows
a graph in the form of a SHAP scatter chart.

After training the neural network model to clas-
sify the client’s credit risk, an important step is to
interpret its results. Interpretation is a critical char-
acteristic for the banking sector, where it is necessary
not only to provide a forecast, but also to explain the
reasons for the decision. One of the most effective ap-
proaches to interpretation is the use of SHAP (SHap-
ley Additive Explanations), a method based on game
theory that allows you to quantify the contribution of
each feature to the model solution.

SHAP values demonstrate which customer char-
acteristics (income, age, debt, number of open loans,
etc.) had the greatest impact on the final decision —
whether to classify the customer as reliable or risky.
Figure 1 presented earlier shows a generalized sum-
mary graph of SHAP. It depicts the top 10 traits that
most affect the model’s results. Red dots indicate high
values of the trait, blue dots indicate low values. For
example, a high level of indebtedness has a positive
SHAP value, indicating an increase in the likelihood of
classifying a client as risky. Visualization of the SHAP
study allows us to draw several important conclusions:
— the key risk factors were signs related to the level

of income, the history of overdue payments and the

number of open loans;
— the model demonstrates logical behavior, since

a high financial burden or unstable payments real-

ly increase credit risk;

— The positive point is that the impact of the signs meets
the expectations of financial experts, that is, the mod-
el is not only accurate, but also understandable.

For the in-depth analysis, the error matrix (confu-
sion matrix) depicted in Table 5 was also used, which
showed that the model has a high sensitivity to iden-
tifying risky clients, i.e. most potentially dangerous
applications were identified correctly.

After training the neural network model to clas-
sify the client’s credit risk, an important step is to
interpret its results. Interpretation is a critical char-
acteristic for the banking sector, where it is necessary
not only to provide a forecast, but also to explain the
reasons for the decision. One of the most effective ap-
proaches to interpretation is the use of SHAP (SHap-
ley Additive Explanations), a method based on game
theory that allows you to quantify the contribution
of each feature to the model solution. SHAP values
demonstrate which customer characteristics (income,
age, debt, number of open loans, etc.) had the greatest
impact on the final decision — whether to classify the
customer as reliable or risky.

Figure 1 presented earlier shows a generalized
summary graph of SHAP. It depicts the top 10 traits
that most affect the model’s results. Red dots indicate
high values of the trait, blue dots indicate low values.

For example, a high level of indebtedness has a pos-
itive SHAP value, indicating an increase in the like-
lihood of classifying a client as risky. Visualization of
the SHAP study allows us to draw several important
conclusions:

SHAP summary plot - impact on model output
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Figure 2. Graph of the influence of signs on the forecast
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Table 6

Error matrix for a neural network

Forecast: Reliable

Forecast: Risky

Fact: Reliable 321

45

Fact: Risky 28

106

— the key risk factors were signs related to the level
of income, the history of overdue payments and the
number of open loans;

— the model demonstrates logical behavior, since
a high financial burden or unstable payments real-
ly increase credit risk;

— The positive point is that the impact of the signs
meets the expectations of financial experts, that
is, the model is not only accurate, but also under-
standable.

For the in-depth analysis, the error matrix (confu-
sion matrix) depicted in Table 6 was also used, which
showed that the model has a high sensitivity to identi-
fying risky clients, that is, most potentially dangerous
applications were identified correctly.

Based on this table, key indicators can be calculat-
ed: accuracy 84.8%; completeness 79.1%; F1 indicator:
74.4%. These values indicate a fairly high quality of
the model, especially considering that in risk man-
agement tasks it is more important to minimize false
negative results (i.e. not to miss a risky client).

In addition, the ROC curve shown in Fig. 2, demon-
strates the relationship between sensitivity (level of
true positive results) and specificity (level of false pos-
itives) of the model. The area under the curve (AUC)
was 0.89, indicating the model’s high discriminatory
capacity.

Therefore, the use of SHAP analysis, error matrix,
and ROC curve allows not only to assess the accura-
cy of the model, but also to make it transparent to
financial analysts and regulators. This is important

—— Neural Network

1.01

' e
R Random Classifier

-0.2

00 02 04 06 08 1.0 1.0
False Positive Rate

Figure 3. ROC curve of a neural network

for making informed management decisions in the
banking sector.

4. Conclusions

In the course of the study, the opportunities, advan-
tages and problems of using artificial intelligence in
automated financial risk management systems were
analyzed. The main attention was paid to the analy-
sis of theoretical foundations, classification of finan-
cial risks, technical features of the implementation of
intelligent systems, as well as practical modeling on
the example of forecasting credit risks. General ap-
proaches to financial risk management are considered,
their classification and features in modern economic
conditions are determined.

The basic principles of building automated finan-
cial risk management systems are analyzed and the
feasibility of introducing intelligent methods, in par-
ticular machine learning and neural networks, into
financial analytics is substantiated.

A study of modern methods of artificial intelligence
used for risk analysis and forecasting has been carried
out. The features of deep learning models, decision
trees, ensemble methods, as well as criteria for eval-
uating their effectiveness are considered. Particular
attention is paid to the interpretation of models, which
is an important factor for the implementation of Al in
risk management practices in accordance with regu-
latory requirements.

A practical case was implemented to build a model
for forecasting the credit risk of a bank client. Real
data was pre-processed, several models were built and
tested (random forest, neural network), and accuracy
was estimated using metrics such as F1 score and ROC
curve. In addition, the analysis of the importance of
features using SHAP graphs is carried out and the
architecture of the system that can be used to inte-
grate such a model into a practical automated control
system is substantiated.

In general, the results of the work confirm the
high efficiency of using artificial intelligence methods
for automated analysis and forecasting of financial
risks. Such models can not only improve the accuracy
of risk identification, but also ensure the efficiency of
decision-making in financial institutions. At the same
time, their implementation requires proper technical
and organizational support, including the issues of
interpretation, validation and adaptation to changes
in the market environment.
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IITYYHUU IHTEJIEKT
B ABTOMATHN30BAHUX CUCTEMAX
YIIPABJITHHS ®IHAHCOBHUMUA
PN3NKAMNA

Anomauisn. Memoio npedcmasnenoi cmammi € docnidwceHHs 3a-
CMOCYB8AHHA ULIMYYHO020 ITHMENIeEKMY 6 A8MOMAMU308AHUX CUCMEMAX
YNPABNIHHA QPIHAHCOBUMU PUSUKAMU ON1A NIOBUUEHHA MOYHOCMI, Ohe-
pamusrocmi ma egpeKMuUBHOCMI NPULHAMMA YNPABAIHCOKUX PLUULEHb
y Qinarncosili cgepi. JJocnidocenns nonszae y KOMNJICKCHOMY 6UGUEeHHL
meopemuurux i MemoOu4HUX OCHO8 3A.CMOCYBAHHA ULMYYH020 THmMe-
JIeKmY 8 CUuCmeMax ynpasalHHa, AHAL3y cydyacrhux nidxodis do kna-
cuirayli ma oylHKU QIHAHCOBUX PUSUKIE 13 BUKOPUCMAHHAM QJ120-
pPUMMI8 MAULUHHOZ0 HABYAHHA, POPMYBAHHL APXIMEKMYPU CUCEeMU
nIOMPUMKU NPULHAMMA PlULeHb HA 0CHO8L Mo0esieli nPozHO3Y8AHHA,
a maxoxc ouiHYl epekmusrHocmi nobydosanux modeneti 3a pesyivmama-
MU CUMYTAULLH020 MOOCTIIOBAHHA. ¥ Mexcax nposederozo 00CL0xiceHHA
PO3pobIeHO M00esIb NPOZHO3YBAHHA KPeOUmH020 PUSUKY KLEHMI8 OaH-
Ky, aka 00360518€ 30ILCHI0BAMU OUIHKY NJIAMOCNPOMONCHOCI HA OCHO-
81 ICMOPUYHUX 0AHUX M CYYACHUX Memodié MAULUHHO20 HABYAHHA.
Memodom docnidxcenna € mMoOensarts 3a A0NOMO20H0 THCMPY.MEH -
mié MAUWUHHO20 HABUAHHA, 30KPeMA HelpOHHUX Mmepedxc | memodis
ancambnesozo nasuarnna (Random Forest), a makooc ananizysants
JaHUX 13 BUKOPUCMAHHAM haam@opm 0na 8i3yanizayii pesyavmamis
I oyinku epexmusrnocmi modeneti. Ocobnuagy ysazy npudinero nidzo-
mosui darux, 8UOOPY Pele6AHMHUX 03HAK, OUIHUL mouHocmi modeneti
ma no6ydosi inmepnpemosanux gizyanizayiti, maxux ax SHAP-zpagi-
rxu, ROC-kpusi mow,o. Pezynvmamom nposederozo 00CnidxceHHA CIMao
CMBOPeHHs eheKkmueHol Mo0enl NPO2HO3YBAHHA KPeOUmHOo20 PUIUKY,
AKa demorcmpye 00Cmamuvo UCOKUL PLBeHb MOYHOCMI KIACUDIKAULL
ma 30amnicmb do adanmauii npu 3miHi 8xidHux ymos. Ilpaxmuune
3HAUeHHA Q0CTIOHCEHHA NOJLAZAE Y MONCIUBOCMI 8NPOBAIHCCHHA PO3PO-
6nenoi modei 00 ICHYIOWUX A8MOMAMUI0BAHUX CUCIEM YNPABIIHHA (pi-
HAHCOBUMU PUSUKAMU OAHKIBCOKUX YCMAHO08, W0 J0360/1UMb 3MEHUUMU
pisenv kpedumnux empam, nidsuwumu QiHaHCO8Y cmablibHICMb i 3a-
besneyumu 6L MoYHe ynpasainHa pusukamu. Taxui nidxid cnpuse
PO38UMEKY IHMENEKMYAIbHUX QPIHAHCOBUX CUCeM, NI0BULEHHIO DIBHA
asmomamusayii ynpasalHCbKUX pluleHb ma 3MIUHEHHI0 KOHKYDeHMmo-
CNPOMONHCHOCMT DIHAHCOBUX YCMAHO8 Y CYUACHUX PUHKOBUX YMOBAX.

Knrwuosi cnrosa: wmyuruii inmenexm, (IHAHCO8L PUSUKU, MOULUH-
He HABYAHHA, KpeOUMHUL PUSUK, HeliPOHHI MepexCl, A8MOoMAMU308aAHA
cucmema YnpasaiiHa, NPOZHO3Y8AHHA, KAACUPIKAULA.



